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Modeling and Analysis Method for Network Attacks Based on Process Mining and Trace Clustering
WEI Yongpeng
School of Mathematics and Big Data, Anhui University of Science and Technology, Huainan 232001, Anhui, China

Abstract: Objective Aiming at the difficulty in analyzing a large number of alert messages issued by network intrusion
detection systems, a method for modeling and analyzing network attack alerts based on process mining and trace clustering
was proposed to build and simplify the network attack model according to network security log information. Methods This
method used process mining technology to analyze the behavioral information of attackers and the attack methods contained
in alert messages and provided attack information to network administrators through high-level visualization models.
Behavioral relationships among log activities were analyzed using frequent sequence pattern-based trace clustering to
extract frequent sequence patterns of activities, and similar traces were clustered into one class by matching traces based
on frequent sequence patterns, thus decomposing the complex network attack alert model of a log L into simple and
intuitive sub-models of multiple sub-logs. Results Simulation experiments indicated that the proposed method yielded
network attack models with good performance in terms of precision, fitness, and Fscore. For complex attack models, the
utilization of trace clustering methods could generate multiple low-complexity models, effectively reducing their complexity.
Conclusion This modeling method for network attacks, with the introduction of process mining and trace clustering, can
effectively reflect the intrusion strategies of network attackers compared with traditional modeling and analysis methods, and
can effectively reduce the complexity of complex attack models.
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Fig.1 Method overview
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Table 1 IDS alert event log after conversion

Case 1d Timestamp Activity Resource
2016/4/1 9:12.00 Injection X. X. X. X

1 2016/4/1 9.:15.00 Scan X. X. X. X
2016/4/1 9:16.00 Dos X. X. X. X

2016/4/1 9:35.00 Xss y.y.¥. ¥

2 2016/4/1 10.05.00 MitM V. V. V. ¥
2016/4/1 10.32.00 MitM V. V. ¥y

2016/4/1 22.36.00 Explotix Z.2.%2. 2

3 2016/4/1 22.40.00 Worms 7.2.7.1%
2016/4/1 22.42.00 Worms 7.7. 2.2
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Fig.3 Simpification process for complex models
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1) function Trace Clustering( L)

2) ifsum(L)<=2k

3) return L

4) else

5) M(L)<«—Model Discovery (L)

6) if M(L) is not complex then

7) return (M(L))

8) else

9) fb<— mine frequent sequence( L)
10) Trace Clustering( L)

11) end if

12) end if

13)  return (M(subLog))

14) end function
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1) function Trace Clustering( L)
2) M(L)<«Model Discovery(L)
3) if M(L) is not complex then,
4) return (M(L))

5) else

6) for each close frequent sequencefb € CFBS do
7) for each tracet € T do

8) if fbCt then

9) T,=TU/{t

10) else

1) T,=T,U {1}

12) end if

13) end for

14) if M(T,) is complex then

15) repeat Trace Clustering(T,)
16) end if

17) end for

18) end if

19) end function
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Fig. 9 Attacking sub—models after clustering
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