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Abstract: Objective Aiming at the problems of insufficient generalization and poor robustness of existing face forgery
detection methods, an improved face forgery detection method based on adversarial training ( ATNet) is proposed.
Methods ATNet expands the sample space by dynamically synthesizing adversarial forgery samples to enhance the model’ s
“sensitivity” to forgery samples generated by different forgery algorithms and avoid the over-fitting of the model caused by
over-sampling of training samples. By replacing the forgery regions marked by specific landmark points, the model’ s
ability to learn different forgery features is improved. A parallel learning strategy of high-frequency noise and low-
frequency textures is adopted to fuse multi-level convolutional features, which enables the model to capture more
comprehensive forgery clues and more effectively identify forged images. Results With the effective generation of
adversarial samples, ATNet can learn more essential forgery features. Compared with current excellent methods such as
Xception, F3Net, and Face X-ray, ATNet has varying degrees of improvement in detection accuracy and generalization.
The cross-dataset test results show that the model has excellent generalization performance. Visualization using the

dimensionality reduction algorithm can intuitively determine ATNet’ s ability to detect deep-forged images.
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Conclusion The face forgery detection method based on improved adversarial training can effectively improve the detection

accuracy and generalization, and strengthen the model” s “sensitivity” to various forgery features. The experimental results

on multiple datasets show that ATNet is simple and effective.

Keywords: deepfakes; face forgery detection; adversarial training; data augmentation
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Table 1 Introduction of benchmark datasets

Real Fake Manipulation
Dataset
Video Frame Video Frame Algorithm
FF++ 1 000 509.9 k 4 000 1830.1k DF, FS, F2F, NT
Celeb-DF 590 225.4 k 5693 2116 k Improved DF
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Table 2 Quantitative comparison of face forgery

detection methods, where “—” indicates null

Methods €23 e40
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Xception' ! 95.73 —  81.00 —
EfficientNet—B4!°! 96.25 98.94 87.28  89.12

F3-Net'! 97.52 —  90.43 —
Multi—Attention' "] 97.60 98.29 88.69  89.40
Face X-ray!’ — 8740 — 61. 60
Ours 97.58 99.42 89.46  90.21
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Table 3 Cross—dataset S, evaluation trained on FF++(c23)

Training Testing Set

Model
Set DF F2F FS NT
Face X-ray®)  99.38 73.62 49.01  73.62
DF HFF'! 99.48 73.64 52.46  771.12
Ours 99.41 76.64 58.82 81.92
Face X-ray®’  80.32 99.42 54.02  69.48
F2F HFF'! 86.53 99.21 60.74 72.84
Ours 87.48 99.48 62.37 73.36
Face X-ray®!  66.47 67.67 99.47  53.21
FS HFF'! 71.26  73.92  99.48  56.71
Ours 70.94  77.72 99.66 59. 20
Face X-ray'®!  81.42 66.87 48.58  99.17
NT HFF!® 88.46 73.26 51.67  99.42
Ours 87.05 76.82 57.79 99. 36
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Table 4 Cross—dataset evaluation on
FF++(¢23) and Celeb—DF

Methods FF++ Celeb-DF
et 98. 56 78.26
Face X-ray! 98.52 74.76
Xception''*! 99. 30 65.30
DCL!M 96. 60 78. 46
LRNet!" 97.30 56. 90
SPSL! 96.91 76. 88
Ours 99.51 79.91
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Table 5 Results of ablation experiments against the data

augmentation strategy

) Training Set
Testing Set Avg
DF F2F FS NT
EfficientNet-B4 Celeb-DF 0.681 0.642 0.631 0.625 0.0644
EfficientNet-B4 w/adv Celeb-DF 0.703 0.721 0.644 0.722 0.698
EfficientNet-B4 w/ran Celeb-DF 0.663 0.708 0.701 0.666 0.685

Ours Celeb—DF 0.730 0.756 0.731 0.752 0.742
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Fig.7 Visualization results
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