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Face Forgery Detection Method Based on Manipulation Trace Fusion

HUANG Jisheng, YANG Gaoming

School of Computer Science and Engineering, Anhui University of Science and Technology, Anhui Huainan 232001,
China

Abstract: Objective In view of the current lack of a powerful fake face detection model that can expose fake face images
in complex scenes, a new network called two—stream manipulation trace network (TSMTN) is proposed for learning subtle
manipulation traces on facial regions in fake images. Methods This method is different from the previous methods of
directly learning features from images. Instead, it first extracts manipulation traces from the image and then uses the
manipulation traces to detect whether the face has been manipulated. The network consists of three key modules: spatial
domain manipulation trace extraction (SDMTE), frequency domain manipulation trace extraction (FDMTE) and feature
fusion module (FFM) based on self-attention mechanism. SDMTE uses convolutional neural networks (CNNs) to learn
subtle manipulation traces in the image spatial domain. FDMTE learns the manipulation traces of high-frequency
information in the frequency domain of images. FFM fuses manipulation traces in the spatial and frequency domains to
generate final features for classification. Results The experimental results show that the model has good performance and
has reached an advanced level on commonly used detection datasets. Conclusion This method shows good robustness and
generalization ability and has made some progress, which is of great significance.
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Table 1 Convolution module for extracting manipulation traces

Kernel Kernel . . Output
Layers ) . Strides  Paddings )

S1zes quantities s1zes
Convl 3x3 3 1 1 299%299
Conv2 3x3 3 1 1 299%299
Conv3 3x3 3 1 1 299%299
Conv4 3x3 6 1 1 299%299
Conv5 3%x3 6 1 1 299%299
Convo 1x1 3 1 0 299%299
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Table 2 The frame—level detection results on the

FF++dataset for both HQ and LQ versions /%
HQ LQ
Method P P P P
Steg. Features' "’ 70. 97 — 55.98 —
LD-CNN'"! 78.45 — 58. 69 —
MesoNet ! 83.10 — 70. 47 —
Face X-ray!”’ — 87.4 — 61.6
Xception' "’ 95.73 96. 3 86. 86 89.3
Ours 95.49  99.6 85.33 95.9
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Table 3 The frame—-level detection results

on the Celeb—DF dataset /%
Method P, P,
Xception!"”? 94.77 97.6
Multi-task ! — 90.5
Capsule™’ — 93.2
DSW-Fp'?" — 94. 8
Ours 95. 92 98.9
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Table 4 P, value evaluation of model generalization ability for unseen manipulation techniques /%
Training Set Methods DF F2F FS NT Avg
Xception!"! 99.7 67.7 37.7 71.7 69. 2
DF Efficientnet—b4!?! 99.2 59.0 41. 4 74.8 68. 6
Ours 99. 8 70. 4 38.3 71. 8 70. 1
Xception' ! 82.6 99.7 49.3 56.7 72.1
F2F Efficientnet—b4!* 77.5 99.5 46.6 58.3 70.5
Ours 80. 6 99. 8 56. 1 60. 1 74.2
Xception!"! 60. 1 61.2 99.7 46. 6 66.9
FS Efficientnet—b4!* 53.1 59.6 99.6 43.3 63.9
Ours 51.3 69.0 99. 8 44.5 66. 2
Xception''?! 89.7 62.3 41.1 97.1 72.6
NT Efficientnet—h4'! 89.0 60. 0 39.8 95.8 71.2
Ours 83.5 61.6 42.1 97.1 71.1
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Table 5 P, value evaluation of model generalization

ability for unseen datasets /%
Training Set ~ Methods FF++ Cele-DF DFDC Avg
Xception'”)  96.3  48.2  69.0 71.2
F3-Net'™  98.1 652 70.1 77.8
FF++  Face X-ray”®? 87.4  79.5  65.5 77.5
FTCN" 97.9  86.9  74.0 86.3
Ours 99.6 836 91.6  91.6
Xception!™  41.0  97.6  66.8  68.5
F3-Net!®’  62.8 99.0 71.0 77.6
Cele-DF  Face X-ray'¥ 51.3  99.1  69.1 73.2
FTCN* 72.1 99.3  74.7 82.0
Ours 88.5 99.3 89.9  92.6
FF++(DF) FF++(F2F) FF++(FS)
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fake
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Fig.5 Visualization of anomalous regions on different datasets
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Table 6 Frame-level detection results of model
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