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1.1 Scapy %3

Scapy 3T Python Jf /&% , ] LAi2 45 7E Linux ,FreeBSD Fll Windows %5 £ ER GV E N HERLKE
L PRAE L , 3X B DL Windows XP ¥4 T 42 %€ Scapy MBI #EAT U] . B S8 F 2 %€ Python, R J5 7 Scapy Y
B 7 M3 http : //www.secdev.org/projects/scapy I B BT UAS B FAF, T 3058 BUE IR iR R AR A, 4T
Windows #ir 247 , #EABNEAALY H 5 JF AT python setup.py install $§4 #4744, — 5818 T ik Scapy
IEH ARSI KRR IRE , 5 2222 — N 414 Pywin32, Python 5[] Windows 48 APT 13z 17 4, 77 1)

Hjjz[x% 2.6; WinPcap ’ ﬂﬂﬂ:i%% Scapy ﬁﬁﬂj%ﬁ%ﬁﬂ% B C:\Windows\system32\cmd.exe E]@
0 A5 HUA R 4.1 PypCap, AT 085 Seapy F AL | T

P I VE A4 3R 1) 08k 40, 3O 5 LibdNet, ] F 3247 304
Scapy A& ik RAW (¥ 13 ; PyReadline , X} Scapy #2532 5 5
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BLb 6 T LR AR 52 0 8 9 e — 4 P S —
GnuPlot Scapy W1 B kil 25 2848 1T K% Pyx A&
Scapy REAEPM 73BT 1945 5 T 1 B pdf SCHFrp i T ps A6 2X A9 2% i & 5 VPython, 241 3D 23 [ 30 ¢
PyCrypto, F| JH'E Scapy W] LA5E /& WEP fi# % 1A, Wireshark Scapy i & R fif At 14 1 B4 6 310 1 50 62
WHSEUG AT Scapy A4, AR —PIIEH , W BNl 1 5 .
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FRI A , B AR ) 28 DML o3 T2 R SR A BRI AE Y 0y XA 7. FE ANl — > H i kit 2y 192.168.10.1,
TTL 3 6, Pk 114 1000, F {535 114 23 {5 TCP SYN 41, FI484 p=1IP (dst="192.168.10.1" ,ul = 6)/TCP
(sport=1000,dport=23,flags="S" ) RIA] & FA5E . X T 2 S G AR p, AT 1s(p) FE 2 BB E &
PRSCERTTAOME, 7T LA hexdump (p) $54- S 120 16 FEdIA% XA , 7T LU p.summary () $i54 X5 B8 £ 14 2
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p=Ether()/IP(dst="192.168.10.1",tt1=6)/TCP(sport=1000,dport=23,flags="S")
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p.summary()
‘Ether / IP / TCP 210.28.177.20:1000 > 192.168.10.1:telnet $°

hexdump(p)
00 OF E2 TF 3B EF 2C 41 38 B2 76 17 08 00 45 00
00 28 00 O1 OO OO0 06 06 66 FS D2 1C B1 14 CO A8
GA 01 O3 E8 00 17 OO 0O 0O OO GO 0O 00 0O 50 02
20 00 3E 09 00 00
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send(IP(dst="www.baidu.com”)/ICMP())

Sent 1 packets.
answer=sr1(IP(dst="www.baidu.com")/ICMP())

Begin emission:

Finished to send 1 packets.

*

Received 2 packets, got 1 answers, remaining 0 packets
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192.168.200.2/24

172.16.1.2/24

172.16.1.1/24

PC2

h : ‘,L';:,;
192.168.1.2/24
PCI

B4 RIP BEPUREES TR AINE

SWl#show ip route

Type: C - connected, 5 - static, R - RIP, O — OSPF, IA - OSPF inter area
H1l - OSPF HSSA external type 1. H2 - OSPF HSSA external type 2
El - OSPF external type 1. E2 - OSPF external type 2

Type Destination IP Hext hop Interface Distance Hetric Status
R 172.16.0.0-16 192 . 168.2.2 Fal-2 120 2 Active
C 192 .168.1.0-24 0.0.0.0 Fal-1 0 1] Active
C 192 .168.2.0-24 0.0.0.0 FalD-2 0 1] Active
C 192 .168.3.0-24 0.0.0.0 Fal-3 I 1] Active
R 192 .168.100.0-24 192 .168.2.2 Fal-2 120 3 Active
R 192 .168.200.0-24 192 .168.3.2 Fal-3 120 2 Active
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RZ2#szhow ip route

Codes: C - connected, S - static, R - RIP
0 - OSPF, IA - OSPF inter area
H1l - OSPF HSSA external type 1. H2 - OSPF NSS4 external type 2
El - OSPF external type 1, E2Z2 - OSPF external type 2
# — candidate default

Gatewvay of last resort i= no set

172.16.1.0-24 i= directly connected. FastEthernet 1.0

172.16.1.2-32 i= local host.

192 .168.1.0-24 [120-2] wia 172.16.1.1, 00:00:21, FastEthernet 1-0
192 .1e68.2. 024 [120-1] wia 172.16.1.1, 00:00:21, FastEthernet 1-0
192 .168.3.0-24 [120-2] wia 172.16.1.1, 00:00:21, FastEthernet 1-0
192 . 168.100.0-24 i= directly connected, FastEthernet 1-1

192 .168.100.1-32 is local host.

192 .168.200.0-24 [120-3] wia 172.16.1.1, 00:00:21, FastEthernet 1-0
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2.2 RIP BHAMYZEMEMK

(1) Mk 1, 76 PCL b &3 OmEE .45 SW1, & Bl A i) — 45 #& i 192.168.100.0/24 FE4s I — 458
P& H 202.16.0.0/24 , M) (18 ek O A #6 B 4% H 75 2S5 E AR AT Metric (B LG JFORAE /N ) | BT 1) 2% B 2% 4 &
To BESINE A S 1 25 H 2 9A% 186 25 HADBK ph i , DA T 52 0000 A I 288 1) 0040 3k 1

A Scapy T4

p=IP(dst="192.168.1.1" ) /UDP( dport =520, sport = 520) /RIP ( command =2)

px=RIPEntry (addr="202.16.0.0" ) /RIPEntry (addr="192.168.100.0" , metric=1)

send(p/px)

SUi#shov ip rou

Type: C - connected, S5 - static, R — RIP, O — OSFPF, IA — OSFF inter area
H1l - OSPF NSSA external type 1. H2 — OSPF NSSA external type 2
El - OSFF external type 1. EZ - OSPFF external type 2

Type Destination IP Hext hop Interface Distance Hetric Status
R 172.16.0.0-16 192 1e8.2.2 Fal-2 120 2 Active
& 192 .168.1.0-24 0.0.0.0 Fal-1 0 0 Aotive
E 192 .168.2.0-24 0.0.0.0 Fal.-2 0 a0 Aotive
R 192 .168.2.0-24 192 . 1e8.1.2 Fal-1 120 2 Active
= 192 .168.3.0-24 0.0.0.0 Fal-3 0 0 Active
R 192.168.3.0-24 192 . 1e8.1.2 Fal-1 120 2 Active
R 192 . 168.100.0-24 192 168.1.2 Fal.-1 120 2 Active
R 192 .168.200.0-24 192 . 168.3.2 Fal.-3 120 2 Aotive
R 202.16.0.0-24 192 188.1.2 Fal-1 120 3 Active

B7 SWIHAEEHRELFREER

(2) MK 2, BHWBIRIH. 76 PC1 R RIIRE IR 45 R2, HIETET ﬁz%m%%(ﬂkdii&?mﬁ@%da%
HIRMER 45 H 203.16.0.0/24 1588 192.168.3.0/24 4 H I F —Bkibhk S — P AFELER T A 172.16.1.3,
LU X P R AR AL, B ) H B kS R2 1 AY 172.16.1.2 Y5 TP 2k 5 172.16.1.2 Iﬁlélﬂ
B bl 75 0 254 > VR TCR BOH A0 T B B 2% 5 5, AR AN B Y B . 5340 B T RIP B KF- 43
W R RRE X S A e RS N % B ER 2% B R 2E R2 B4R 45 R1, BB U % e 2R an 1K1 8.

MK Scapy 74 :

p=IP(src="172.16.1.3"  dst="172.16.1.2" ) /UDP ( dport =520, sport = 520) /RIP ( command =2)

px=RIPEntry (addr="192.168.3.0" ,metric=1)

send (p/px)

p=IP(src="172.16.1.1" ,dst="172.16.1.2" ) /UDP ( dport= 520, sport = 520) /RIP ( command = 2)

px=RIPEntry (addr="203.16.0.0" , metric=1)

send (p/px)

TERL BRI ] Scapy #3E5EA9 RIP iy B SCRAIE £, JHIE B AR 48 1 R4 HLIH 146 2 A
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RZ2#show ip route

Codes: C — connected, 5 - =static, R - RIF
0 — OSPF, IA — OSPF inter area
H1l - OSPF HSS5A external type 1. H2 - OSPF NSS4 external type 2
El - OSPF external type 1, E2 - OS5PF external type 2
*# — candidate default

Gatewvay of last resort is no set

172.16.1.0-24 i=s directly connected, FastEthernet 1-0

172.16.1.2-32 i= local host.

192 .168.1.0-24 [120-2] wia 172.16.1.1, 00:00:11, FastEthernet 1.-0
192 .168.2.0-24 [120-1] wia 172.16.1.1, 00:00:11, FastEthernet 1.0
192 .168.3.0-24 [120-1] wia 172.16.1.3, 00:01:54, Fa=stEthernet 1.0
192 .168.100.0-24 is directly connected. FastEthernet 1-1

192 .168.100.1-32 i= local host.

192 .168.200.0-24 [120-2] wia 172.16.1.1, 00:00:11, FastEthernet 1-0
203.16.0.0-24 [120-1] wia 172.16.1.1, 00:00:53, FastEthernet 1-0
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Construction of Network Protocol Analysis Laboratory Based on Scapy

LI Shu-jun
(School of Information and Science, Yancheng Teachers College , Jiangsu Yancheng 224002, China)

Abstract ; According to projecting problems in network protocol analysis experiment, this paper proposes to use
Scapy software to build a laboratory , introduces the installment steps and basic functions of Scapy,based on this,in
detail describes the application of Scapy to experiment by taking RIP routing protocol security analysis experiment
as a case,and tests the feasibility for using Scapy to construct protocol analysis laboratory.

Key words : Scapy ; protocol analysis ; laboratory ; laboratory construction
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