FRNEF3IH FTRIBRFPFZR(AAFAFR) 202546 H
Vol.42 No.3 J Chongqing Technol & Business Univ( Nat Sci Ed) Jun. 2025

il £ 7 22 SN 2 DL JPEG 45 S Uk

BN % & EETF
| ZHEIRFE ANIFRFIR, 28 Ed 232001
2. EHITEF R AN R, S EH 232001

i . HI AT JPEG R4 RBGE 77 ik £ AR BAR R 2 5 R BGEM R 18] P47 R 26 B, %9t T — A ks S A
5% £ P AoiB 1802 F AU 69 R IBGEA A RBAM-JAF, VAR 3 & & B 69 R & , =4 R BGE M A8 Ao AL R & Z ) &
B FIFO M, Jik RAATARSHMBWIER, LI EREFREANERI S, L P, EREIANSRE LA
I EE AR ARAER B B AT a2 AN B0k BAR AR AR R T A A8 A R A AR AR Bk A AR M | VA L4 A R BT R AR
BHIAFAE RS ERBGLG AT, i FHRERI T, 5INAW 4 A RIGEF & M, M, M, f= M, 483t £ Q=25
#H JLTF ,PSNR 1A 5 %138 K T 8.52%.3.31% . 1. 52% %= 0.07% , SSIM 15 5 313 ¥ T 12.89% .2.46% 1. 90% #=
0.55% ;& Q, =50 #4915 5LF ,PSNR 1A 313 Kk T 10.22%.2.21% .0.88% #= 0. 19% ,SSIM 1A 5 3135 ¥ T 9.71% .
1.52%.0. 64%A= 0. 21% ; 7£ Q, =75 6915 LT ,PSNR 1A 513 K T 18.26% .3. 56% .3. 80% F= 2. 96% ,SSIM 14 % 5|
¥KT 10.83%.1.58% 1. 16%F= 0. 52% , LI}, i8id 4 FRBGEA M 35 69480 | Q, =25.50 F= 75 BF , AUC 1A ¥ 4330
BAKT 0.5, &5k FRHERET . E M, 5IAWRIGET AL 123 T £ BT R 2 B8 A 8 ik
T A 6 BAEA M 35 4 RUBGIE M At Fe 2k o B IR R 2 Z R 3A B T E AT T4

Y4l JPEG JE 45 s JPEG RUBUE ; 2 R AT 40 W %5 5% £ M 5 i 38 72 & A7 L)

vhiE] s . TP391. 41 SCRRbR D : A doi ; 10. 16055/j. issn. 1672-058X. 2025. 0003. 008

JPEG Compression Anti-forensics Integrating Residual Blocks and Attention Mechanism
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Abstract: Objective To address the lack of balance between the quality of generated images and anti-forensics
performance in JPEG compression anti-forensics methods, an anti-forensics model RBAM-JAF combining multi-level
residual blocks and channel attention mechanism was designed. This model aimed to improve the quality of generated
images and achieve a better balance between anti-forensics performance and image quality. Methods A framework based
on generative adversarial networks (GANs) was employed, including a generator and a discriminator. The generator
incorporated multi-level residual blocks and channel attention mechanisms to enhance the model” s generalization capability

and improve the representation of image features. Additionally, a feature fusion module was introduced to fully utilize
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features from all convolutional layers, in order to enhance the quality of generated images. Results According to the
experimental results, compared with four existing anti-forensic methods (M,, M,, M,, and M,), the proposed method
showed significant improvements. At (), =25, the PSNR values increased by 8.52%, 3.31%, 1.52%, and 0.07%
respectively, and the SSIM values increased by 12.89%, 2.46%, 1.90%, and 0.55% respectively. At Q, =50, the
PSNR values increased by 10.22%, 2.21%, 0.88%, and 0.19% respectively, and the SSIM values increased by
9.71%, 1.52%, 0.64%, and 0.21% respectively. At Qp =75, the PSNR values increased by 18.26%, 3.56%,
3.80%, and 2.96% respectively, and the SSIM values increased by 10.83%, 1.58%, 1.16%, and 0.52%
respectively. Additionally, the AUC values of the four detectors for ), =25, 50, and 75 were close to or below 0. 5.
Conclusion Experimental results demonstrate that method M improves the visual quality of generated images compared
with existing methods while effectively deceiving forensic detectors, achieving a better balance between anti-forensic
performance and the quality of the generated images.

Keywords: JPEG compression; JPEG anti-forensics; generative adversarial networks; residual blocks; channel attention

mechanism

1 51 &

BIGR ICUE 2 —FP o T & R, B AF 38 1 AH D
P14 i Ah B4R E 0 ok AR 25 TR IR B VR B T IR,
Jo i AR BBOGIE A I 25 , KK BRAR L BUIE PR BE . JPEG &
At SR A )2 B9 A R 4 Ak Uz —, JPEG
JEAE T RE 25| ABHZE PO R  IRAS B0 A DCT i 45k
At s 45 FEAL T R 058 it &, H kg2 b 1
JPEG OB F AR | i R RE A% 38 4 — a2 i Ab # 2%
FREFEE JPEG E 46 B8 T AR, K &2 5 0 A0 ok o
7, WK IR ELE 1Y JPEG BUER Y, @i xf JPEG
BRI 5T, 7T DL & B B A BUIE S AR AR 2, I 4E 30
JPEG BGIE T Ayt — 4 &

JPEG FHGIF J7 32 3 B2 11 ok i 45 918 305 B4+ DG 4
AIE , MTT 38 2030 B BOUE B3k 19 H Y, %O s 22
148 0 K GIE J7 3 R 3 T TR B 2 2T 19 e BGTE 7 i
Stamm 25 IFQN T JPEG R HGIE T A, 42 H —Fhii i 78
DCT Z2 550 Hh U8 i 38 24 M 7 f 5 Bk b Dh 52 19 O 125
Stamm 25" YA BT TAE B SR 22 _E 8 8 o (i 308 e A
FHT M IS JPEG i G R 35 BHZE D52
Fan %0 HF & T —Fp 3 T 4275 2% ( Total Variation, TV)
BT A FE JPEG RHURIE AN BT DCT B 7
FEEH 3 AT TV B L HUR b B Je R o 4 A
PR LR 2 AR DCT 8 iy JPEG 4 thie , it
TE G A R RGP A o A Pl 1 ot 2 ) Gk 3 R 47
B, DA AR I F AL 5 JPEG e HGE ik, Bl
EFURBE 2R PR & 8 | LT A X N 25 ( Generative
Adversarial Network , GAN) 19 JPEG Jz BUIE 77 2 13 34 7
PR L Luo %1 B R LT A T M 4% 1Y JPEG

F 5 FOBGIERFFT B e 303805 B S S il g i A, LA
TR A MR R AR R Z IR A G 22 55 Wu 451
S K 0] JPEG .45 2 Bk ) @ 1R R 31 B )
SRS ), S FH 3L T = DCT R B0 8 2k iR B0k B
MR A3 B, 4 e B A RV A e o i [ g |
ABHERR | LAS A il R 5 HAS T AR 22 ] £ 1 43
T 220 Wa 7 LRI SR B4R T
JRA-GAN, (it 1 5 DCT AR HH Ok s A, F Bt 17—
AR S AT A, AR A R

25 LRI B 1 JPEG R 48 S HGIE 77 1% RE A5 I B
JPEG JE4ii B T (IR 78 R S0 BRAT 1) JPEG BUIE S %
{H , REHENA 1Y JPEG I J7 72038 2K iz BGiE M
RE, T 2R B R B A, R, anfar 7 A4 151
G T 1) 0 1R AT 9 BLTIE A 0 2% , 475 98
—MEAPSRER R, FXF IR R, 1 T RBAM
—JAF BAY 2 HE 22 i A 4% ( Generator, G ) Fl14E 51| #%
( Discriminator, D) My, 7EAE s v, Al FH 22 208k 22 e
(Residual Block ,RB) " {ii fiy 15 2] i 455 4 ELA B 41 ()
ZARHE, PSS 52 A Y R 28 254, LUK, TE 2 5%
2= e 0 2K Sty fin A8 38 7 & 7 HLHE ( Channel Attention
Module, CA) MM 5 3o Yo RFAIF 38 18 = 1) fr) FH AR S G
FR, F 3 I b R A O SRR AR R 28 ] LA
W THESAEEE R, 16 JPEG KBGIEJr i 4 il i
PRGN | BEAZ T 4 by O 457 415 | S0 B0 A 0 00 o o,
A5 2 b 1) T A5 T M A ) BBCTE A T 8% & B, I
A Bt 28 TR JEE B 1S I, ke 2 R A ME LA FE 43 AT
TEZHEZE g | AR fil 5 455 B, A1 folf L RE A% 78 20 F1
B TRUZE I RHIE , 39 R A5 R A ] R AR AE AR 2 1Y fE

FeAEHudl http . //journal. ctbu. edu. en/zr/ch/index. aspx



%34

FEUIN, %« @6 7k 22 Bt & ) AL# 8y JPEG JE 45 R BUE 65

73, N4 e 2B il G B i, S50 45 51 3R W] . RBAM —
JAF 7EWE{E {5 M L ( Peak Signal—to—Noise Ratio, PSNR)
EER AL ( Structural Similarity, SSIM ) M2 355 PEAG
JrEL T A K JPEG RCBGIETT %, H AUC {H 33508
/N 0.5, 7R RGBS IBGIE 14 RE 7 T
ZHIRF T AP
HAGRAY L HEW R 5 WA 4 JPEG K BGIE )T
2,50 =N AR R S I A A B A5 R

k9n64s1 k1n64s1

> p —> K
.._.,_:\
x' G(x")
|\ J
10RRCAs

(a) Generator

k3n32s2 k3n32s2 k3n64s2 k3n64s2

k3n128s2

A

(b) Discriminator

IIHT BRJE — AT BA AR,

2 JPEG RRIUEJiik

BEXE 3R S BUGIE [7) #82, 76 RBAM - JAF HEZE v
JPEG Hefi EIG A ne i 2 KA I HE SR By — AR s G
F—ASE 5128 D 4., G UL JPEG JE48 BG I TH B
JPEG 46 88 T IR, A il d s R, D A 505 A EHE
R R R R e G A R p R, BARHESL iy

Bl 1 RR,
'conv RRCA

‘ ReL.U TanH

' Layer Norm

k3n128s2  k3n256s1 k2nlsl

k3nlsl

1 RBAM-JAF 45581454
Fig.1 Structure of RBAM-JAF network model

2.1 Ay

n FRFR G TR R JPEG Fz BGIE 3 4 (5115,
THE AR RAILE I O IR R B B M e
FRAE A FE A MG, R R S R RN S G A
RPN I CIISE e S AR U2 TN

G ML 1(a) s, E 26, MiA—41 512
512 JPEG JE48 K JE K% £ Generator H i i3 25 — 2 4
FRUZPEIU A R B IR CRRAE , B A 45 3R A B 4 ik
K117 885, 10 4~ RRCAs A 5024 > bl
B ARG RRAE, B — A BAT 64 ANRRAE BRI
3x3 AN EAUZ PEAT 4 e RRAE B, [t 2 i 1
FAARRAE (1 55 50 — 2 (0 i Hh SR RNk AT 42 JRy ik 252 2T, O
TR EINR 3x3 B FUZ b e, i F Sl 1E ) ki
B Tanh VEAE sRECRAE B0 BUSHIR 848 30 -1,
LIRYE RN, 78 B B rh RRAE A K/ NE B TR
R RFEAAS S IRTEE R 1,

RRCA 59 4n ¥l 2 fr 7~ &4~ RRCA H 20 4
RBCAs F1—/~EA 64 AFRAF K 3x3 A A% 1 46 A1
EAN, 5 (m=1)1 RRCA HO%HIVE N5 m 4> RRCA

HHI A 383 20 4~ RBCAs $2BURRE £ 5 21— 4> B
64 MFFAEEIFI 3x3 AN 16 BUZ ST RAIE 2% 2T 5 4R
JEBEEE (m—1) 4~ RRCA ()i th 5% )2 09 % 1 45 5+
hn R AR ZE BAIRIZE B /b E B0 &% 1o
AR EGAE B, F T M EE R HAE RS (m+1) A
RRCA MHiA .

k3n64s1

RRCA(m+1)

20RBCAs

2 RRCA #EIZ#Y
Fig.2 RRCA model structure
RBCA Z5H N 3 firoR  fE 2 R E R IR 2 1,
AINY TEE AR T 2 A A ELARHS,
JO7 98] A 5k 2 HEAE, M o [R5 RF AR SRR B RE T, (A
RBAM-JAF 28430 T2 2] BAT R 15 8, 7R 2R Wl

FeAEHudl http . //journal. ctbu. edu. en/zr/ch/index. aspx



66

ERIMAFFMOEARER)

%40 %

SIBGIE G B G- b AR UG R A SO S A0 o o
RERE A SO IR IR I A B BGIER &%, 55 (n-1) 1 RBCA
% S A n > RBCA A, 280t 3 B -ReLU-45
FRAG R 22 e K HE O 45 SR A% A B3 3 1 2 S PL ]
BRI AR 22 RAE | H AR 2B i b 0 A 21 64 4~

FFAEIRN 1x1 EARZ A TRl (il 5 D FRUR AR
RERE WS BRI, o A i PR SR I 2 (5 8L 4
e A AR e B, i, H55 (m—1) 1> RBCA (1
i SR AR AR AS A M E (n+1) 1> RBCA %
A HH A BB B 64 DRHIEIRIFT 3x3 S

ReLU

Concat

k1n64s1

(n+1)RBCA

3 RBCA #EIZ1]
Fig.3 RBCA model structure

[ RB RB RB
1 A 4
= N> N> PS>
(a) RBCA
2.2 BN

Discriminator Z5#541& 1(b) i, 56, D Bl
s A B PG BRI Uk o 4 R AE A s 2 B
A BRI G A, K BUR AR i 80 [ -1, 1] K,
FIFH— 29036 T2 ok 2% ) B 5 90 3] 1) J R RRAE | B4
BRUZESEA 3x3 AW, 52 5 AR — A~ 10—k
JEHRI—A~ ReLU 303 pREL, B WA FUZ 1B U 4 £kt in
I —EE R EA 2x2 NN &S, D il —
AP, FoR A FEA 5088, o BB A EEOE
AT AT e 2 IR T AR R 46 S, ez, i A B 8] fig
s EE
3 WL
3.1 RS R %L

G 1y H b5 2 M B JPEG JE 46 77 A= i th 5%, K 5
JPEG Fei G I 4 th 51 R Sl T (i i 1 %)
PRI AE AN 105 P T A5 A i o i 115 100 S0 O B A Y
JPEG FEZRBGERIM 2% , 5T TR % L., L, %
FWR L, ACHTRAR L, KRR L, FOXHi
R Ly, W8, Bk (1) B, 2 o 8oy iy B
AR AL

Lo=Ey' [aL g Bl 1L +yLy, ] (D)
Lo SRR RS AN G i th BUR Z MR R 22 57, 1

Hox, NSRRI EIR, G (x') A G L 1R,
S=WxH HEUREIRAN, iz (2) Fros .

- 2
Lya =5 2 I =66 1, (2)

L,.. "R JPEG R4 & i i i A o i it o, S e dm e
PR AL 5 B, =l (3) iR, Hob Dy (- ) FoR
8x8 B DCT AL 4, M J&— M ASAE F4:, an=C (4) fr

7R, Dper () OM g Dy (2F) OM BIEIME, © Fon s
RS A

1 N ) .
Lacc = 72 || (DDCT(xk) GM _DDCT(xA) G>M) -

N =

(D[)CT(G(x,) k) OM _DDCT(G(x/) k) QM) ”; (3)

0 1 -~ 1 1

B 1 1 - 1 1

o | (4)
1 1 o1 1

L TS/ MEAE IR 5 M HE RS 22 18] e A7
W5 2220, SR B R PERE , D Dy o (- ) R
K15 8x8 DCT &4 FIAY S j A~ il 1 i BT A DCT
RV, ()RR AR5 22, s (5) Fs

1 28
Zj:l ‘ V»al(Dblouk_chj(G(x,) ) ) -

Lcal =5
28

FeAEHudl http . //journal. ctbu. edu. en/zr/ch/index. aspx



%34 FEIUI, % R & 7% 2 Hofmk B 4 HLA1 B9 TPEG JE 4 R AGE 67
V\'al(Dhlnckidﬂj(G(‘x,) f‘,al) ) ‘ (5) SSSIM (x,y) = [[(%,y)u ° C(%,y)ﬁ ° S(x’y)y] (8>
TR G R R PR 5 U P10 G5 5 G A b o (P .

{0, T RGO D, 35 B 47 1 BGHERERE , TR P = ( ) (%)

Ly, , RT3 2% R ECEAR =X (6) s .
Ly, =-D(G(x")) (6)
3.2 BRI R %L
D 67 57 H 3 i A PG 2 A i 1) i o R A 2 D
KIEGEEUR . £ D hise it —A e i 8, an sk (7) fr
ARGHAB DO )R G( - ) o B K50 2% 0 kA AR
WCER A, Ly (RIS I A R R S R R
AR G 53 AR G
Ly=-E [M, (0,-1+D(x)) ] - (7)
E/ M, (0,-1-D(x"))]
4 PS5 s Pr
4.1 FHGACE
ST RIS B Windows10 Y 64 i #:1E R 5,
JF R NVIDIA RTX 3080Ti GPU i i i [&] 45 b 541,
MERIES N Python,ﬁﬁ%gslzﬁﬂﬂ Tensorflow, 7E 3L
ot R, i 3 AN RGBS £E  BossBase V1. 01
(BossBase) "*) . BOWS2 - Original ( BOWS ) ''*) #I UCID -
V2(UCID) ™', M BossBase F1 BOWS 4 4E b i AL 4
B 16 000 KA 4 R, B4 G 8T 4 Bl ALK BT A% 9
MARTE SN 128 x 128 Tk KR AE Il 2 B Hls 45, 3
144 000 5k 128 x 128 Il 2 4 K 1%, ¥ BossBase Al
BOWS ¥4 4 T 9 4 000 5K K/ h 512x512 K%
VeI S
AN it B b, BERI 25 3% AR 1 85 000 Xk, Hif
10 000 YEAL R YI% G, J5 75 000 YR D Fl G 22 #%F
Yk, B B /N 16, 52 2% 2R 1.0x 107
() PR A AL E 3 S E N =1.0,8=1.0,
7=50,y=1.0x107" , BRUCRH Adam HfL75 .
4.2 PSR VAL bR
A PR STAN 8 FR % 52 36 25 J HEAT 8 X
Fb 3590 kg 435 Ke A ABL M ( SSIML) 14 AR {5 14 1t ( PSNR)
SSIM FH 4 et P i (61 45 22 B) 0 AL 3k 5 B X B
JEEFNZERE 3 AN TR PEAR R W R B AR AL | SSIM A )
TWHITEL0, 1], BUEM KRR E 7 B as . 1 PSNR /&
— oy e MG i ) R R v 3 R R R S
FH 22 ] ) L ke iz e PS50 A5 2k B, PSNR E 8K 3R0R
UG iy, ot AT B n =X (8) 28(9)
FER A I Py AT Seqy 287 PSNR AT SSIM {H

TER(8) 3 (9) I (x,y) e (x,y) Bl s(x,y) 7300 A 5E
JEEXGT LU RS X B X LY R BSR4 A8 X HL R, E e h
BIoriR 2%, Py 2 BUS AT RER I KR ZAE,
4.3 SEERER AP

h T PEAl RBAM-JAF B A B 145 B4 R 5 I 2
SR FH U {115 W% LU R 235 40 AR AL 33 G 18 s o P14k AR
PG (A5 5 2 5 AR oK TR 4 MR AE S 225 8
AT 4 000 5k BFRHAT JPEG He4i, 46 K15 it i
SR Qp=25.50 F1 75, I R B AR L ) A e 4 1A
BAERZ 2% A EA T2 PSNR F1 SSIM {H, 431 1]
P vsse TS, ssiv 2N o GO CREZ T 153 50 5 W
B JPEG 48 [ BOUE 75 7 M A & T GAN 19 JPEG
FE45 R BGIE 7 3 3E 4T AR . Stamm '™ Fan'™ | Luo Fil
Wu %5 38 M, M, M, F1 M, ,RBAM-JAF J7¥kic
M, J ek JPEG FE4i, N TP Ho i, 78 SE 5 i
PO BT 5 R T AR 1

N 4 AT LUE W JPEG TR 5 /Y G B A B 8 Y
YR th 2 i 5 BGIE AR B 1) RS B A 538 B ) S0 B D
T BT A 2, R4 PR R IR A 5 KGR AT, fili A2
B MG AE B b B 230 SRR R R i i R . 2% 1 BT
NTEE M 5 M, M, M, FiEM, AR E TERZEUE T
HLA e = ) PSNR AT SSIM B, PRI , BT AR A %) LA o
553X 4 Pl et I BGIE Dy A FE A, A, ik M
£ JPEG 48 AR Q. {H T ¥3K43 T PSNR il SSIM
I AEERE

. (b) JPEG [E (¢) REGEAE
(a) FBER R % R E &

4 JPEG RBUETF &L 6] E %
Fig. 4 Example image by JPEG anti—forensics method
N T VDT Mg B ROBGIEYERE F 7k My S ELA
(¥ 4 FhRBGIE D 75 M, M, M, Fl M, B RCBGIEE REFE X
oo Bt A rh K 4 000 5K Sz BOIE E 2 RRAE R IERE
AR REREEY 4 000 SR HR AR 4 FGAE S SREAS  HT A

FeAEHudl http . //journal. ctbu. edu. en/zr/ch/index. aspx



68 ERIHAZER(E AFEH)

%40 %

FETAEGR) JPEG HUUEAG I 25 F1 W Ff 3 T CNN - iy Azl
SRUEATRSIN | 4350 Ry Fan''® Val!'” \Yangm] vl Singh[m
JUTHRE S B OIS DU 25, XoF 53 s IBGF vk A T A I,
S F,F, Fy FlF, 2R, 1A 3 Fl Q. () ROC 4k
TFHA(AUC) ,#F AUC fHEE SN T 0.5, W BUIE J5 %
A RO IBGIER g . W5 1 s ROBGIE T M
) AUC (AL TAE S CNN A HGIE RGN 28 T 45 5%

/NT 0.5, BENSAT SR I 4 A, BGIERIES , 5 sCBGIE
M, BAMS 0 R BGEERE, B 575k M, M, Fl M, 8
Ee, Tk My M RBGIFMERE I T3 3 A BUIE 71

gE LT vk M AHEE M, M, M, R M, 4 FlCER
UE 7 ¥E 784 Bl PR 5 I 0 sz BROIE it v BE 7 1o 44 B A5
THEMRMEER, FI, 77k My BRI 7R A KR AL
Jo R B O SRR A A BBOCIEAS U 2%

F1 BHEENEGARERENKBUEMRES R

Table 1 Comparison of image visual quality and anti—forensics performance results of various algorithms
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