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Design of Image Encryption Algorithm Based on Four-dimensional Hyperchaotic System
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Abstract: Objective To construct a complex four-dimensional hyperchaotic system with chaotic characteristics and to
improve the security of image data protection, a four-dimensional hyperchaotic system with only one equilibrium point by
introducing a state feedback controller based on the classical system Lii was proposed and constructed. The dynamics of
the four-dimensional hyperchaotic system was analyzed theoretically, and a hyperchaotic encryption algorithm to protect the
data security after image encryption was designed. Methods Numerical simulations of this hyperchaotic system, such as
system dissipation and equilibrium point stability, Lyapunov exponential spectrum and bifurcation diagram, and Poincare
cross-section, were performed using Matlab software. Meanwhile, the simulation circuit of the four-dimensional
hyperchaotic system was designed, and the simulation circuit model of the hyperchaotic system was built based on the
operational amplifier circuit through the basic circuit components. Finally, the four-dimensional hyperchaotic system is
combined with the dislocation-diffusion algorithm to design an efficient and secure four-dimensional hyperchaotic image
encryption algorithm by using the complexity and pseudo-randomness of the chaotic sequence of the hyperchaotic system,
and the histogram, adjacent pixel correlation, information entropy and attack resistance of plaintext and ciphertext images

were analyzed by Matlab software. Results Simulation data showed that this four-dimensional hyperchaotic system has
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complex chaotic behavior with periodic, chaotic, and hyperchaotic attractors, while Multisim software was used to verify

the accuracy and physical realizability of the circuit implementation. The experimental data of image encryption show that

the super system is very sensitive to chaotic keys and plaintexts, and the hyperchaotic encryption algorithm is more secure.

Meanwhile, it can effectively resist statistical and differential attacks under the premise of ensuring security, and it also

speeds up image decryption and encryption. Conclusion The experimental conclusion shows that this four-dimensional

hyperchaotic system can exhibit complex dynamics under different parameters, and the chaotic encryption algorithm

designed by using the chaotic sequence generated by the hyperchaotic system has high security.
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%41 %

NPCR(P,,P,) =
M N
> X 1 Sign(P(i,)) — Py(in)) | x 100%
i=1 j=1
MN
1, >0
Sign(x) = 10,2 = 0 (17)
-1,x <0
UACI(P, ,P,) =
M N
SN 1 P(iy) - Py(iLj) | x 100%
i=1 j=1
18
255 - 0 (18)

U5 f5 25 SC S NPCR R UACT {8 5 HFS
FREEUT IS, | SRR 3 54 1 ) 25 40 T B B AR IR
I3, HAe Vgl . 76X Lena BUGHEAT N5, 4%
HESCHRA Y EE SR X, BAAR DL 3, 1l & B NPCR
FUACH A% Eb 18 SRk, Ud B 280 32 5505 n 8%
EOTEIRE S me e oy = S Al ESEE DR

%3 NPCR #1 UACI
Table 3 NPCR and UACI

B % NPCP UACI
Lena 99. 59 33.51
k[ 12] 98. 50 33.08
k[ 13] 99. 39 31.37
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Fig. 11 Key sensitivity test
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